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***** BEGIN CHANGES *****
6.2.3.3
Key lifetimes

KAUSF, and KSEAF shall be created when running a successful primary authentication as described in clause 6.1.3.

KAMF shall be created in the following cases:

1.
Primary authentication 

2.
NAS key re-keying as described in clause 6.9.4.2

3.
NAS key refresh as described in clause 6.9.4.3

4.
Interworking procedures with EPS (cf. clauses 8 and 10)

In case the UE does not have a valid KAMF, an ngKSI with value "111" shall be sent by the UE to the network, which can initiate (re)authentication procedure to get a new KAMF based on a successful primary authentication.

KNASint and KNASenc are derived based on a KAMF when running a successful NAS SMC procedure as described in clause 6.7.2.

KN3IWF is derived from KAMF and remains valid as long as the UE is connected to the 5GC over non- 3gpp access or until the UE is reauthenticated. 

KgNB and NH are derived based on KAMF or KgNB or NH in the following cases:

1.
Inter-gNB handover as described in clause 6.9.2.3.1
2.
State transitions as described in clause 6.8

3.
AS key re-keying as described in clause 6.9.4.4

4.
AS key refresh as described in clause 6.9.4.5

The KRRCint, KRRCenc, KUPint and KUPenc are derived based on KgNB after a new KgNB is derived.

***** NEXT CHANGE *****
6.7.3.3
Intra-gNB handover

It is not required to change the AS security algorithms during intra-gNB handover. If the UE does not receive an indication of new AS security algorithms during an intra-gNB handover, the UE shall continue to use the same algorithms as before the handover (see TS 38.331 [22]).

***** NEXT CHANGE *****
6.9.2.3.1
Intra-gNB handover

When the same gNB is both the source and the target gNB of the handover, i.e., at intra-gNB handovers, it may be unnecessary to derive a new KgNB. Further, the gNB could be split into two parts, the gNB-DU and the gNB-CU. The gNB-CU is the controlling part of the gNB. The security provided by the PDCP layer and the RRC control traffic terminates in the gNB-CU part. Therefore, it may be unnecessary to derive a new KgNB at handovers where the same gNB-CU is both the source and the target gNB of the handover. However, in the case of a handover between different gNBs or different CUs, it is crucial for security to derive a new KgNB for the target gNB.

The gNB shall have a policy deciding at which intra-gNB handovers the KgNB can be retained and at which a new KgNB must be derived. At an intra-gNB handover, the gNB shall indicate to the UE whether to change or retain the current KgNB in the HO Command message. 

If the current KgNB is to be changed, the gNB and the UE shall derive a KgNB* as in Annex A.11 using target PCI, its frequency ARFCN-DL, and either NH or the current KgNB depending on the following criteria: the gNB shall use the NH for deriving KgNB* if an unused {NH, NCC} pair is available in the gNB (this is referred to as a vertical key derivation), otherwise if no unused {NH, NCC} pair is available in the gNB, the gNB shall derive KgNB* from the current KgNB (this is referred to as a horizontal key derivation). The gNB shall send the NCC used for the KgNB* derivation to UE in HO Command message. The gNB and the UE shall use the KgNB* as the KgNB, after handover.

If the current KgNB is to be retained, the gNB and the UE shall continue using the current KgNB, after handover.

***** End of Changes *****
